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1 Introduction

1.1 Zoom

Zoom is the leader in modern enterprise video communications, with an easy, reliable cloud platform for video and audio
conferencing, collaboration, chat, and webinars across mobile devices, desktops, telephones, and room systems. Founded in
2011, Zoom helps businesses and organizations bring their teams together in a frictionless environment to get more done. Zoom
is headquartered in San Jose, California.

This solution is in partnership with PCI Pal, enabling companies to take payments from their customers over the phone.

This document will take you through how to Install, Configure and Uninstall the PCI Pal App as a Zoom Admin.
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2 Zoom Phone - Installing PCI Pal

2.1 How to Install PCI Pal

To begin the installation process, you can click the link to the Zoom Marketplace

Alternatively, you can search for PCl Pal in the Zoom App Marketplace via the search bar in the top right corner

Z00M App Marketplace

Categories
Analytics
Broadcasting & Streaming
Business System Integrator
CRM
Carrier Provider Exchange
Collaboration
@ More

Featured
New
Essential Apps
Al Apps
App of the Month
Apps for Zoom Rooms
Apps for Education

® More

Filters

<« € % marketplace.zoom.us/apps?product=200M_PHONE

© OltaDash [ BookmarksBar M INBOX (@) Zoom Prone A®

% Zaom S Pora

Filtered Results

110 results filtered by Zoom Phone X

Goagle Workspace 0
Google gy Zoor

ST m stonshare

. ) Apparkatpiacs € Zoom Phone nteg

© 27 integration - A.. 3¢ Level Up Training

8 &, [J Meetings, Phane, Whiteboard

Vyopta CPM for Zoom Phone

£)

§3 ntegrations - 0 +.. 3¢ Dasign Mapping » O

/ : Develop Signin  Sig

Search for PCI Pal
Ask Admin
to sign in

Zoom for Salesforce

ailead for Zoom Phone %
y Babe

Gong for Zoom Phone
Revenue Intelligence Pla

A Zoom Admin will need to be logged into the Zoom account on the web browser to install the PCI Pal App.
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& > O %% zoom.us/signin? g

Zoom New 1o Zoom? Sign Up

0 ‘

Forgot password? Help

ree to the Zoom's Privacy
nd Terms of Service

Statem

Support English ~

Zoom's Marketplace Terms of Use

By clicking Agree, you indicate that you have read and agree to
Zoom's Zoom's Marketplace Terms of Use

Agree Cancel

This will progress to the following page:
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You are about to add PCI Pal Secure Payments

App can view information
Associated with you

2, Profile & Contact Information

{0} Settings

Associated with you and others who participate in Zoom experiences
with you

Content
Functional
Product Usage

Participant Profile & Contact Information

App can manage information
Associated with you

& Settings

Allow this app to use my shared access permissions.
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Check the ‘Allow this app to use my shared access permissions’.
Click on ‘Allow’ for shared permissions.

¥ Allow this app to use my shared access permissions.

You will then be asked to open up your Zoom Desktop software.

€« C % apizoom.us/laund

Zoom Open Zoom Meetings? Su

https://api.zoom.us wants to open this application.

200mapp/jX8GEP¥

ysFRsM

[J Always allow apizoom.us to open links of this type in the associated app

Click Open Zoom Meetings on the dialog shown by your browser

If you don’t see a dialog, click Launch Zoom below

By launching Zoom, you agree to our Terms of Service and Privacy Statement

Don't have Zoom Client installed? Dow

You have the option to ‘Always allow api.zoom.us to open links of this type in the associated app’ (the software).
Click ‘Open Zoom Meetings’.
Open Zoom Meetings?

https://api.zoom.us wants to open this application.

[[] Always allow api.zoom.us to open links of this type in the associated app

Open Zoom Meetings

This will then open the PCI Pal App in your desktop software.
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A o) C ceq Q
) Search  Ctrl+F L = J o &
Home Contact Center Team Chat Apps More

< ~ PCI Pal Secure Payments G35} @ Start Meeting 7

Protected by

LCpal/d
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Providing you are an Admin to your Company’s Zoom solution, you will be able to auto install the app on your colleague’s
accounts.

From the Marketplace, click ‘Add for Others’

App Marketplace PCI Pal Secure Payments

PCI Pal Secure Payments
LoCpal§ : Add for Others |

Zoom Phone, Zoom Contact Center

Overview: what is PCI Pal Secure Payments ©

Requirements

© This app is not listed in Zoom Marketplace
Permissions

Scopes f t Learn more about integrations

Developer Security & Compiiance Customer Service

resources
Enhance your Zoom Communications with PCI Pal's Secure Payment Solutions V.

Manage

More from Zoom X ere PCI Pal's Agent Assist

Launching a Payment Session
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You will then be able to choose which selection of Agents you wish to share the app with.

You are about to add PCI Pal Secure Payments (51)

© App can access and manage this information even when not using
the app.

As an admin, add PCI Pal Secure Payments for
e
a®p
=

All Users

Add Users & Groups

Manage App Permissions

App can view information
Associated with your users
& Profile & Contact Information

@ Settings

Associated with your users and others who participate in Zoom
experiences with them

¢ Content
Fa Functions
= Product Usage

&% Participant Profile & Contact Information

App can manage information

Send emall notifications to the users I've added (D

Allow Decline

Choose ‘All Users’ or ‘Users & Groups’
e  All users: Add this app for all users on your account.
e Users & Groups: Search for and select one or more users or user groups on your account to add this app for.

As an admin, add PCI Pal Secure Payments for

O AllUsers Users & Groups
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(Optional) Deselect the Send email notifications to the users I've added checkbox to prevent Zoom from sending an email

notification to the users you are adding the app for. By default, this option is selected.

Click Allow to authorize the app for the selected user(s) and/or user group(s).

Once added, users will see a notification in the desktop client and potentially receive an email notification from Zoom.

They will receive an email letting them know of the installation

Your account admin has added this app for you

PCI Pal Secure Payments

By PCI Pal

L 2Phone, Contact Center

App can manage information

View Details

Associated with you

Settings

App can view information

View Details

Associated with you

Profile & Contact Information
Settings

Associated with you and others who participate in Zoom experiences with you

Content

Functional

Product Usage

Participant Profile & Contact Information
Ready to start using PCI Pal Secure Payments?

PCI Pal Secure Payments is ready
to use!

s telephone & digital payments.

S ———— L T ———————————

For further information view: Zoom Support - How to add Marketplace Apps as an admin
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2.2 How to configure PCI Pal

After the purchase of PCl Pal, you will go through an Onboarding project with PCI Pal directly.

The onboarding project will set up your payment journeys and have them connected to your company financial accounts in
order to take payments from your customers.

Once your onboarding project is complete, you will be provided with a separate document containing the confidential
credentials to link Zoom to PCI Pal.

These details will be entered into the Configuration page.

- Inorder for the App to be configured, you will need to be an Admin on your Company's Zoom solution
- The Zoom Administrator will install the App, this will then install for the agents (from the instructions above).

If you have not already purchased PCI Pal, please Contact Sales

Cpol/g

Configuration

Use Intelligent Checkout framework? o E

Tenant Id

774

Tenant Name

Zoom

Client Name'

Zoom-Stg-290124

Client Secret*

Default Region

ca-central-1 v

Flow Id

3215

SUBMIT

OClpol6

er a safe, secure and fully compliant payment experience. PC Pal Privacy Statement and

red with PCI Pal to del

mpanies to take paym curely, adhere to strict ind

Please note: For security purposes, after you first enter in the ‘Client Secret*’ you can not review what was entered, however you
can overwrite with a new secret.

Once installed and configured, when next logged into the Zoom Phone Client on the desktop, the PCI Pal App will be in the Apps
Panel on the right hand side.
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o (w] =
Q. Search  Ctrl+F () o2 A 04 &)
Home Contact Center Team Chat Phone Meetings Contacts

History

All History ~
b, My Apps Add Apps

My Apps T4 NameAtoZ
r

PCI Pal Secure Payments

Enter aname orr

Built by Zoom

() No-Auth-App

20 oeotaopoyzo

O Zoom Apps In-client OAuth and Basic ...

To understand how the PCI Pal App works and the payment journeys possible, please review the relevant user guides on our
Marketplace.
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3 Uninstalling the PCI Pal App.

Log into Zoom App Marketplace on a Web Browser.

Alternatively, log into your Zoom Desktop software. Click on your Initials in the top right corner. Choose Settings.

Jenny Reveley
jen**@pcipal.com g

® Available >
Set Status Message

Work Location off >
Forward Calls

Try Top Features 2
Check for Updates

Discover What's New

Help >
Add Account [NEW)

Sign Out

Click on “Zoom Apps’ from the left hand menu.

Click on the ‘Manage Apps’ link at the bottom of the list.

@

General

On meeting start
Video Open selected Zoom Apps for me (0/4)
Audio @ No-Auth-App
Share Screen = PCl Pal Secure Payments
Phone & Zoom - Dev

O Zoom Apps In-client OAuth and Basic Mode

Team Chat

Keep meeting apps open forme @
Background & Effects

Recording

; Profile

Zoom Apps Local App Data & Cookies
D Statistics Clear all local app data & cookies from this device @

D Keyboard Shortcuts

Accessibility

Clear

This will open up your default browser and take you to the Marketplace.
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You may need to log into your Zoom account at this point. This is the same login you use for the Desktop software

200Mm New to Zoom? Sign Up Free  Support  English

SignIn

Privacy Policy a

Once logged in, ensure you are on the ‘Added Apps’ page.

Click the ‘Remove’ button.

C 25 gomarketplace.zoom.us/user/installed Q W & 0 | & Paused
Zoom App Marketplace Develop v Manage @
Created Apps Added Apps

Apps in Production Apps in Development

ser Managed Myself N horized

»»  PClPal Secure Payments - o | Remove

You have the option to send feedback as to your reason for removal.
Should they be applicable, the options are:

- Quality Issues

- Abuse, fraud or spam

Else, click ‘Remove’.

Remove App
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This will have removed the app from your account

ZOOm App Marketplace Develop v Manage

ed Apps Added Apps
Added Apps

Apps in Production Apps in Development

All configuration details will have been removed.

PCI Pal will disable the Payment Journeys.
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4 Errors you may encounter

Unable to access App on Marketplace

You may encounter this if you are trying to add the app to an unauthorized account on Marketplace. For example, trying to

access Marketplace Go (Staging) from a production account.

Alternatively, the link to the App was incorrect.

200m App Marketplace

WOPS

Application not found
It may have been deleted or you don’t have permission to view it right now.

Develop v

Manage

0

Unable to Review Admin Credentials

You may encounter this error if you are trying to access the Configuration Panel, and do not have the correct permissions. In

order to access this page, you will need to be an Admin on your Company's Zoom solution.

v & PClI Pal Zoom Admin X +
€ C 25 zoom-admin.pcipaldev.cloud/error O && Pauses
LCpal§
Protected by
~
LCpo/p
We have partnered with PCI Pal to deliver a safe, secure and fully compliant payment experience. PCl Pal
Privacy Statement and Cookie Statement
PCI Pal is a leading provider of software solutions that empower companies to take payments securely,
adhere to strict industry governance, and remove their business from the significant risks posed by non-
compliance and data loss
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[End of Document]
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