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THE STATE OF LEGISLATION BY STATE/TERRITORY IN 2022

About the Privacy Act 1988 Additional Regulations

The Privacy Act 1988 (Privacy Act) is the principal piece of 

Australian legislation protecting the handling of personal 

information about individuals. This includes the collection, use, 

storage and disclosure of personal information in the federal 

public sector and in the private sector. Other statutory 

provisions also affect privacy and separate privacy regimes 

apply to state and territory public sectors. This department 

assists the Attorney-General to administer the Privacy Act. 

The Privacy Act was significantly amended in 2014 and 2017 

to enhance the protection of privacy in Australia.

The following states/territories have 

have additional policies and regulations 

in place to support the Privacy Act:

PCI DSS 4.0

PCI DSS v4.0 was officially released at the end of March 2022. As a result, organisations managing environments 

within its scope must prepare for significant changes to the PCI Data Security Standard (DSS) over the next 18 months.

Security testing has to be a 

continuous process, rather than 

a snapshot of an organisation’s 

PCI DSS compliance taken once 

a year during the annual audit. 

Documentation tells assessors 

(QSAs) that they must select 

samples over a period of time to 

prove compliance.

V4.0 contains revisions to the 

authentication requirements to reflect 

the latest industry best practices for 

password and multi-factor 

authentication (MFA). Passwords 

must be longer and consist of at least 

12 characters containing a mixture of 

numbers and letters. Multi-factor 

authentication will become mandatory 

for all accounts that provide access to 

the card data environment.

V4.0 allows organisations to design 

their own controls and implement 

them based on the intent of the 

requirements in lieu of compensating 

controls. V4.0 supports the use of 

technologies, such as cloud-based 

hosting services, by introducing more 

flexible wording around 

requirements and adding intent 

statements to address the evolving 

threats to the payment ecosystem.

PROMOTE SECURITY AS 

A CONTINUOUS PROCESS

ENHANCE VALIDATION 

METHODS & PROCEDURES

ADD FLEXIBLITY TO ACHIEVE 

MORE STRINGENT SECURITY

THE SOLUTION

As data privacy standards are continuously evolving, regulators encourage organisations to descope their 

contact centres and ensure they are free from sensitive data passing through. PCI Pal's suite of cloud-

based solutions can provide this descoped process across a list of channels. Learn more here.
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https://www.pcipal.com/pci-compliance-solutions/
https://www.legislation.gov.au/Details/C2022C00135
https://www.alberta.ca/personal-information-protection-act.aspx
https://blog.pcisecuritystandards.org/pci-dss-v4-0-resource-hub
https://www.pcipal.com/pci-compliance-solutions/
https://www.legislation.act.gov.au/a/2014-24/
https://legislation.nsw.gov.au/view/xml/inforce/2021-11-29/act-1998-133
https://legislation.nsw.gov.au/view/html/inforce/current/act-2002-071
https://legislation.nt.gov.au/en/Legislation/INFORMATION-ACT-2002
https://www.legislation.qld.gov.au/view/html/inforce/current/act-2009-014
https://www.legislation.tas.gov.au/view/html/inforce/current/act-2004-046
http://www8.austlii.edu.au/cgi-bin/viewdb/au/legis/vic/consol_act/padpa2014271/
http://www6.austlii.edu.au/cgi-bin/viewdb/au/legis/vic/consol_act/hra2001144/
https://www.legislation.act.gov.au/a/2014-24/
https://legislation.nsw.gov.au/view/xml/inforce/2021-11-29/act-1998-133
https://legislation.nt.gov.au/en/Legislation/INFORMATION-ACT-2002
https://www.legislation.qld.gov.au/view/html/inforce/current/act-2009-014
https://www.legislation.tas.gov.au/view/html/inforce/current/act-2004-046
http://www8.austlii.edu.au/cgi-bin/viewdb/au/legis/vic/consol_act/padpa2014271/

