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INTERNAL THREATS & SCARES

DON'T BE HAUNTED BY SPOOKY INSIDER THREATS THIS HALLOWEEN,
LEARN HOW TO ELIMINATE ANY SKELETONS IN YOUR CONTACT CENTRE

*MOTIVES

FINANCIAL GAIN
DISRUPTION
ESPIONAGE

START WITH... IMPLEMENTING
AN INCIDENT RESPONSE PLAN
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Insider threats continue to present a

OF LAST YEAR'S DATA great risk for organisations because they

BREACHES WERE CAUSED can be extremely hard to prevent,

BY INSIDERS detect, and contain. With the contact
centre industry's high employee

START WITH... REVIEWING WHO HAS turnover rates and hybrid workforce,

ACCESS TO DATA AND REMOVING sensitive company data can easily be

COMPENSATING CONTROLS mismanaged, stolen, or even sold by
malicious employees within your

organisation.
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START WITH... CONSISTENT
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While your organisation may be diligent

OF BREACHES INVOLVED when it comes to employee security
MISUSE OF DATA BY practices, don't overlook potential threats
AUTHORISED USERS from third-party vendors, contractors, or
even the maintenance staff. Your partners
START WITH... STRICTLY or your office staff could easily take
CONTROLLING PHYSICAL ACCESS advantage of the data they have access to

within your organisation, whether that is
online or offline

IS THE AVERAGE TIME
IT TAKES TO FULLY
CONTAIN AN INCIDENT

START WITH... REVIEWING
THE UPDATED PCI DSS v4.0

Face these threats head-on by descoping your contact centre. In addition to
trying to keep hackers and threats out, businesses should focus on reducing or
removing the sensitive data they handle, ensuring there is not any data to be
stolen in the first place. At PCI Pal, we support businesses in minimising risk by
ensuring valuable data is not managed, processed, or stored within an
organisation's contact centre environment.
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Source: Data Breach Investigations Report by Verizon
View more PCI Pal resources at www.pcipal.com/knowledge-centre/


https://www.verizon.com/business/resources/reports/dbir/
https://www.pcipal.com/knowledge-centre/
https://www.pcipal.com/pci-compliance-solutions/

