
Is Your Organisation

GOLD MEDAL-SECURE?

Data privacy is a serious matter. A data breach affects your brand's reputation, can damage customer trust, 

and comes with a host of financial implications. Could your organisation afford not to secure a place on the 

podium? Take our quiz to find out your rank. 

2) Do you have secure 

firewalls that limit 

access to authorised 

connections?

We have top-of-the-range 

firewalls for all our 

networks, configured by our 

specially trained Network 

Engineers who document 

our system.

We have a firewall for our 

secured areas. IT 

administers it each time we 

need to whitelist something 

new.

Of course we have a firewall 

- solid breeze blocks. No-

one’s going to steal OUR 

servers.

A.

B.

C.

1) Do you harden all 

your systems? 

Our systems are all 

hardened under CIS, NIST, 

ISO or SANS standards, our 

switching devices all have 

long, strong passwords, and 

each server only does 

exactly what it needs to. 

What is 'NIST'? We do re-

use the same password on 

all switching devices, but 

they are strong and 

unrelated to our company 

and devices.

Rather than buying 10 

servers, we just bought one 

and stuck everything on it.  

A.

B.

C.

3) How do you secure 

any stored payment 

card data? 

We only ever store card 

data when we must, trying 

instead to tokenize it 

wherever possible. When 

we do store card data, the 

keys themselves are 

encrypted and held securely 

in only a few places by 

trusted senior staff. 

We do store our customers' 

card data, but we encrypt 

and hide the full PANs and 

CVV2. We can all grab the 

encryption keys anytime we 

need to make a repeat 

payment, though. 

We write down all payment 

card information and 

personal data and keep it in 

a filing cabinet.

A.

B.

C.
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4) How do you securely 

send payment card 

data? 

Any payment card data is 

only ever sent within our 

systems or to the payment 

gateways over physical 

cables via HTTPS. We have 

started to implement TLS 

1.3 wherever possible and 

set TLS 1.2 as a minimum 

for all our suppliers. 

 

We use HTTPS to send card 

data. Our WIFI’s also 

protected with a standard, 

and we would only ever IM 

each other cardholder data 

if something goes wrong 

with a payment and it needs 

investigating.

 

Carrier Pigeon 

A.

 

 

 

 

 

 

 

 

 

B.

 

 

 

 

 

 

 

 

C.

5) How do you protect 

against malware?

All our systems have 

professional-grade anti-

virus software with access 

to update their virus 

signatures. Our IT team 

regularly reviews their scan 

results. 

 

Our laptops tend to run free 

anti-virus programs of the 

user's choice, but I know the 

IT team have installed a 

good anti-virus solution on 

our servers. 

 

We use FREE anti-virus 

solutions, and now our 

systems are safe. They're 

even running slow from the 

hard work the anti-virus is 

doing. 

A.

 

 

 

 

 

 

 

B.

 

 

 

 

 

 

C.

6) How do you develop 

any system 

architecture or code? 

Our systems are regularly 

scanned for vulnerabilities, 

our IT team keeps abreast 

of the latest US-Cert and 

Cisco vulnerability alerts, 

and Our Dev team is 

regularly trained and keeps 

their work to the 

development environment, 

entirely separate from our 

production environment. 

 

Our IT guys asked me to 

regularly check the 

Microsoft website for any 

new security updates, so 

they can patch our servers.  

 

We use our live 

environment for 

development. And half the 

things this darned 

vulnerability scan pops up 

are the ports we've opened 

to this "0.0.0.0/0" address, 

which we need for testing. 

A.

 

 

 

 

 

 

 

 

 

 

 
B.

 

 

 

 

 

C.
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7) Do you limit access 

to 'need to know'? 

 Everyone has minimum 

privileges needed for their 

job role. The time spent 

defining just what everyone 

does means that no-one has 

to fight for permissions to 

do their daily work, but that 

their account can't be used 

to access more sensitive 

areas. 

 

I think our IT team can 

access everything and it is 

useful to have Local Admin. 

It means I can install new 

programs whenever I need. 

 

Everyone can do 

everything. 

A.

 

 

 

 

 

 

 

 

 

 

B.

 

 

 

 

 

C.

9) How do you ensure 

only the authorised 

person uses their 

account and privileges? 

We follow the latest NIST 

recommendations for 

password security, our IT 

team locks any terminated 

user's accounts before the 

person even knows they're 

outbound, we have MFA 

required for all critical 

server logins, and even 

individual automated 

services have individual 

accounts, let alone our 

people and suppliers. 

 

We do have strong 

password requirements (i.e. 

"P@55w0rd"). 

 

We have one shared 

account for the whole 

office, with the username 

‘Admin’ and the password 

‘Admin.’   

A.

 

 

 

 

 

 

 

 

 

 

 

 

 

B.

 

 

 

C.

8) How do you ensure 

the physical safety and 

sanctity of your 

cardholder data? 

We shred any paper data 

and destroy old hard drives, 

we keep a current list of all 

of our devices and inspect 

them regularly for any 

tampering, our systems are 

CCTV monitored and 

locked away, and actual 

security staff watch the 

premises, escort any 

scheduled visitors and eject 

any unscheduled/ 

unrecorded visitors. 

 

We have some CCTV and 

some keycard locks, which 

is enough to keep an eye on 

any visitors in our buildings. 

 

We hide it in the break 

room.

A.

 

 

 

 

 

 

 

 

 

 

 

 

 

B.

 

 

 

 

C.
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11) How do you monitor 

your systems? 

We have monitoring 

software that records all 

logins, logouts, changes, and 

even starting/stopping the 

monitoring itself. It also 

records who did it, when 

they did it, and  

unsuccessful attempts. 

These logs are reviewed 

daily and kept available for 

a year in order to 

investigate any old 

anomalies. 

 

We have some logs for 

transactions, and some for 

login successes and firewall 

connections. 

 

All our monitoring only ever 

showed this "Admin Admin" 

account connecting from 

that "0.0.0.0/0" address. 

A.

 

 

 

 

 

 

 

 

 

 

 

 

 

B.

 

 

 

 

C.

10) How secured are 

your systems from 

vulnerabilities and data 

leakage? 

Our core business systems 

are segmented from the 

rest of our networks, as our 

annual penetration testing 

proves. We also run 

quarterly vulnerability 

scans, sweep for rogue WiFi 

networks, have IPS/IDS 

modules at our firewalls, 

and have good software to 

monitor any unauthorised 

modifications to our 

systems. 

 

'Segmenting' our core 

servers from the rest using 

a firewall means we don't 

have to spend money and 

time securing the rest. We 

do scan the core servers 

every year or so. 

 

All of our servers' traffic is 

by Wifi.   

A.

 

 

 

 

 

 

 

 

 

 

 

 

 

B.

 

 

 

 

 

 

 

C.

12) Do you have good 

security policies and 

plans, and do you 

implement them? 

We have comprehensive 

policies that we go through 

with all employees during 

their annual retraining, 

showing how our security 

should work and what they 

can do to help. Our regular 

reviews are even 

opportunities for staff to 

share ideas and concerns 

about our technical and 

organisational systems. 

 

There are a LOT of policies, 

and some of them are 

security ones. We don't 

train specifically about 

security though. 

 

No. We're a lean team here. 

No time for paperwork and 

mindless policies - we know 

our jobs. 

A.

 

 

 

 

 

 

 

 

 

 

 

 

B.

 

 

 

 

 

C.
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DOES YOUR ORGANISATION WIN SECURITY GOLD?

MOSTLY A's: 

It's clear data security is 
a priority for you. Keep 
up the great work - you 
got the gold medal! 

MOSTLY B's: 

You've got some security 
measures in place, but there's 
room to improve. You're 
didn't make the podium.

MOSTLY C's: 

Uh oh. Your data isn't 
safe from anyone. 
You're disqualified from 
the competition.

Data security is critical to your organisation's success. At PCI Pal, our mission is to safeguard 

reputation and trust. We provide organisations globally with secure cloud payment and data 

protection solutions for any business communications environment including voice, chat, social, 

email, and contact centre. Are you ready to gold-medal in security? 
Contact us today at info@pcipal.com.


